/A




/

ote [
Make some Noise with Aria 7 A
Alain Geenrits -5




Remember vCloud/vRealize Suite?
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Meet Aria
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Aria Hub

q Alain Geenrits
vmw VMware Aria Hub (@A NG P ——
»
Welcome to
&  VMware Aria Hub, Alain & -
o>
=> My Accounts My Applications
0> Total 10 Top 5 Service Instances Daily v » Ssiness 3)[56!15{ial
o> ® Kubernetes.Workload (55402) [
aws Aws 7 z
o> ® Kubernetes.Cluster (7032) * W”_l. 50k o Recently modified applications
S
Azure 5
& 2 & Kubernetes.Resource (5701) n 2 B3 vmware-system-tmc/cluster-auth-pinniped-impersonation-prox...
8
25k 3
GCP 8 MOAD Sh ing Cart - AWS
&> () ! B AWSEC2 (5272) A & = SulieA
B3 interconnect-appliances9
@ AWS.AM (3669) v T T T T T T T 0
23May 24May  25May  26May  27May  28May  29May 30 May 5 policy
3 OpenCart - !
ONBOARD ACCOUNT
MODEL APPLICATIONS
Security Cost
4 ,844 /A some cost data may be missing due to account misconfiguration Account Governance Last 24 hours
Projected cost this month Potential Savings
Accounts w/ open findings Accounts w/o guardrails
Findings based on severity $7,852 $1,570 2 38
¥ 28% over last month Realize cost optimization with VMware Aria
Total Drift Findings
Cost
aws | 3407
T
q |
o 685 1667 105 Cost per month by provider for 10 accounts o o o
‘% ‘ 859 Error @ Open @ Resolved
I
0 43 720 96
| 480 OPEN OVERVIEW
o 60 316 104 I
Modern Infrastructure
€ | o8 |
I —— Mar Apr May & Clusters 12 Nodes 48
o 60 29 9
® avs AWS [ ) Azure ® & GCP (coming soon) .Q Self Managed 1 Namespaces 80
Critical @ High @ Medium @ Low
aws Aws 6 Services 212
Findings based on CIS Benchmarking Framework.To view findings based on other frameworks Azure 4 Pods 841
check out VMware Aria Automation for Secure Clouds. & cep 1

ADD KUBERNETES COLLECTOR
Resources by Region
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Aria is about

Multi-cloud = CHOICE! Cost
Performance

- Based on Aria Graph . .
' Secure Configuration

- Replacement of EOL vRealize Al i )
Cloud Delivery Automation

- Only SaaS now....

- Own control plane

- Includes preview of
- Guardrails
- Migration
- Business Insights
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Choice! NI

o =
e 8
OnPrem, private DC,... (Multi-)cloud, Saas,...
" Aria Operations (Integrations) = SaaS versions +
" Operations for Logs " Aria Hub (Guardrails, Migration,
= Network Insight Business)
- BtErEiE = Secure Clouds

= Aria Cost (Cloudhealth)
" Ops for Applications (Wavefront)
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Overlap!

= Aria Operations scenarios vs Aria Cost Migration Assesments
= Aria Cost Governance Policies vs Secure Clouds vs Guardrails...
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Aria Operations

VMware Aria Operations
US West (Oregon)

«
Home
Data Sources >
Environment >
Visualize >
Troubleshoot >
Optimize >
Plan >
Configure >

Automation Central

Administration

Developer Center

Search for object or metric and more...

Home

Launchpad

Pillars of Operations

Observability @

Monitor, Troubleshoot and full-
stack observability across your
cloud environments

Applications

Business Applications E

Manage and monitor your
business-critical applications

Infrastructure

vSphere @

VMware Cloud

A~
VMwareACIcud 6}@
Foundation 2

Public Cloud

Amazon Web .
Services

Multi-Cloud Overview

Capacity

Assess, monitor and optimize

capacity across VMware clouds,

on-premises and in public cloud

Applications

Manage and Monitor your
packaged applications

VSAN

VMware Cloud on @

AWS

Microsoft Azure /S

Manage, plan and O
infrastructure Cost &
showback and chare

Data Sour®

Environment

. True Visibilty

w

ServiceNow

HANA

1account

VRealize True Visibility

1account

.

VRealize True Visibility
Management Pack for
Oracle Enterprise Manager

1 account

Version:

1account

Accounts: 26

Accounts: 1

VMware Cloud

Capacity Remaining

& Security Group (AWS)

B FRS Volume (AWS)

VMUG

usercon

Time Remaining

@ Alain Geenrits

1
. AVS

3094

Compute

ron

6 Normal

O critical

Immediate

Warnina

O1

ocvs

& 245

Storage

il 2

Cost

Total Cost of Ownership

3 Potential Savings

(W\ Realized Savings

CMBU TMM

C & % ©

1)

Azure VMware Solution ¥ Google Cloud VMware Engine o
o
Accounts: 1 Accounts: 1 Acce
Inventory

13 3 s 3
vCenter AWS Azure
2 ) o)1
GCP @ VMC on AWS 77 VCF

195

Applications

Month to Date

US$ 453576.92
US$ 34789.14

US$ 1116.66

23146

Total Alerte

@

2
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Aria Operations for Logs

vm Log Insight

admin

D May 31 39 AM 3 Snapshot  Go'to Snapshots 58] Add to Dashboard
Count of events over time
&
O
vmw VMware Aria Operations for Logs A >
« o Countofevents v +  overtime ~ Reset 5 seconds ~ il Automatic
X May 31,2023, 10:44:37.489 May 31,2023, 10:49:39.033
(] Explore Logs System Overview + ADD FILTER
"] Live Tail " . CONTENT PACKS ~ (Extract all fields)
Analytics > Events  Field Table ~ EventTypes  Event Trends 11050 outof 1149 events  Columns™  Sort: Newest First~ Manage Flelds &
Log Volume Trends =
" . . . s [ appname
@) Breiieh timestamp text source event_type  faciity  priority  vmw_clister  vmw_datacenter  vmw_objectid  vmw_vcenter  vmw_vcenterid  vmw_vr_opsid  hostname appname procid Vmw_vsan2_mount_failure_status  vmw_vsan2_device_init_fa
32 To detect a sudden increase or decline in volume either due to proxy failure or broken log sources @ event_type
s May 31, -0 irk.starflee kern warning  Bridge Enterprise host-12 c.starfleet.  eldd2deb- kirk eted 203 @ facility
& Log Sources 201 etcd[34803293 t.1ocal Tocal 4bd5-4F95-97e- (& hostname
" (he clock 28b235baTcca beab- @ priority
I\ Alerts > against peer Fe26F91ebadc @ procid
([ soc_vmw_hatask
& Content Packs way 31, e Kirk.starflee varning ve.starfleet.  el4d2deb- ) soc_vmw_issve
2023, t.1ocal local 4bds-4£95-97e-
h (& soc_vmw_issvc_single
10:4¢ 28b235ba7cca
soc_vmw_subtask
fc26f9Tebade -
(@ soc_vmw_task
[6 Log Management 4 May 31 Joneway.starf  vé_e8183284 Bridge Enterprise host-46 el4d2aed- 84178147249 Janeway. star 1050336 @ source
. X . T T 2023, 2 leet.local 4bds-4f95-975e- leet.local (& vmw_cluster
& Configuration > 10:4: 28b235ba7 (& vmw_datacenter

Source Breakdown

1s from each of the SDDC.

Favorite dashboards will be shown here

2023-05-31708:49
8567 kirk
iboxd[525

May 31

Log Source Breg 2023,

10:49:32

kirk.starflee

t.local

Count of logs coming frd

1Te8:49 rk.starflee
e kirk.starflee
andboxd(525142] . local

[vnsys1ogde6a76
nsghodified="sF+

Janeway.starf  v4_b2c3f11d
leet.local

May 31 v4_36873efd
2023, a leet.local
Tos t.local

Janewa,

Error Or Exceptig

When issues are experienced on a device, the number of error or exception events typically.

locald Bridge Enterprise

Enterprise host-12

locald Enterprise host-46

Enterprise host-46

Queries Favorited by logged in User.

Stora

Favorite queries will be shown here

»

el4d24eb-
4bds-4fg5-979-
28b235batcca

e14d24eb-
4bds-495-079%~
28b235bazcca

el4d24eb-
4bd5-4f95-979e-
28b235batcca

ve.starfleet

el4d24eb-
4bds-4fg5-979-
28b235ba7

avebb3cd-
283a-4782-
beab-
fe26f91ebade

8d178147-24

sandboxd 525142

Janeway. starf 1049961

leet.local

Rhttpproxy

Janeway. star

leet.local

Rhttpproxy

ge? Arc

[N7Vmacore4Httpl6LocalServices
PecE:0x000000¢072804410]
_serverNanespace = /vpxa
Allow
authenticationParams

action
_port

(E vmw_esxi_sub
(& vmw_hatask
(& vmw_object_id

(@ vmw_task_status

(@ vmw_user

(& vmw_user

(& vmw_vc_task_method
(& vmw_vc_task_object

(3 vmw_vc_task_operation
& vmw_vc_task_status

& vmw_vcenter

(& vmw_vcenter_id

@ vmw_vr_ops_id

(& vmw_vsan2_device_init_failu

[N7VmacoredHttpl6localse
(& vmw_vsan2_mount_failure_s

€x0000002072804410]

_serverNanespace

Allow authent
8089
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VNI

1111111111111/
Bolero nieuws 31/05/23

*Als gevolg van een instellingsfout in de cloud-omgeving is
volgens Toyota (-2,2%) informatie van klanten in sommige
landen in Azié en Oceanié van oktober 2016 tot mei 2023
mogelijk openbaar toegankelijk geweest. Het betreft namen
adressen, telefoonnummers, e-mailadressen en
voertuigidentificatie en registratienummers.
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Aria Operations for Secure Clouds
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Dashboards

Alain Geenrits
vmw CloudHealth Secure State Q @ CMBU TMM

Dashboards Explore v Governance v Findings v Actions v Reports Settings v Help v Current Context: Organization (Viewer) v

[ seLecT pasHBOARDS v
Overview g
SAVE AS
Findings Top 10 rules with findings (high & critical) view all Top 10 resources with findings view all
. Name Severity Count® Name Type Count Risk score =
3,178 1 Critical (Threat) O
L 40% I High 861 £BS volume should be encrypted [LL] 414 vmworld-demo-trail Trail 20 860
last 7 days
Medium 152 EC2 instance should not have a public IP address 57 vmws-cloudtrail-global rail ” CE9
Low 796
$3 bucket should allow only HTTPS requests LLL] 45 vmws-cloudtrail-global rail 7 500
3 bucket should allow only HTTPS requests (Legacy) o 45 vmws-cloudtrail-global Trail 7 800
Suppressed findings: 0 EC2 instance should restrict public access to SSH port (22) LUl 43 csp-sre-trail Trail 8 780
Findings breakdown Rules CIS AWS Foundations Benchmark Version 1.5.0
Ha Services (63 rules, O disabled)
e Total rules Rules with findings Updated rules Compliance Findings
@ Regions 1,150 306 view 1,150 view
last 3 months New (last 7 days) s
us-west-1 us-east-1 us-west-2 22%
& Accounts Custom rules Disabled rules Open 1,042
AWS MAIN TMM SPC-02 14/ 63 rules compliant Resolved 295
Cloud accounts Kubernetes Clusters Suppressions
Status
o s /N Discovered clusters 4 Requests Active suppressions
A
N 2 @ Pending clusters 4
Total Accounts ® o Total Ready Clusters Open requests o Total o
@ Offline collectors 1 o
Draft o Update requests 0 Expire in 14 days [}
WAWS @ Awre BGCP
Remediation Remediation runs View available jobs (7

Worker groups  view Remediation actions
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Explore

Explore
ALL ACCOUNTS SELECTED Vv Write or paste a query in Secure State Query Language(SSQL). Type ahead support is provided with SSQL.
Saved searches Resource models Results

Sample queries

List search
VMs with a Public IP Address

Global text search

) Search query: Azure.Compute.VirtualMachine -> Azure.Network.Networkinterface -> Azure.Network.NetworklInterfacelPConfiguration
Aggregation search

Result

-

Network
- .PubliclPAddress
él

slackbotVM-ip n

Compute
.VirtualMachine

Q mytest

Network
.NetworkinterfacelPConfiguration

slackbotvm30....
Network
.PubliclPAddress Q
SlackBotIPAdd... Compute

.VirtualMachine

Network
PubliclPAddress

nv-vm-finding...

1

Network e WoTE Network
etworl NetworkinterfacelPConfiguration te ” -
Networkinterface 9 .Networkinterface pa -
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Guardrails

vmw VMware Aria Hub

Alain Geenrits
@ Q @ CMBU TMM

Guardrails Govern your public clouds through continuous monitoring of guardrails. / \
~

> Overview Last 2

Accounts with most open findings

S - T art of Aria Hub

Open

Governed Accounts

> 3 0% /9

=] Resolved

Guardrails Applied
> O,
21 0% 0 (S /
Errors
aws Create or verify elective o
Findings by Categories Last 24 hours Accounts with no guardrails
No guardrails Upgrade to govern these accounts. / \

38 & aws cmbu-tmm-guardrails-prod

L]
aws tigerteam-guardrails-prod
Total Accounts R
® Bootstrap =

Across

3 @ Cost aws FieldDemo
accounts au3 Sandbox

Findings are the differences between the current state
of your account and the desired state. Here's what we
discovered k

Config Last 24 hours Security Last 24 hours

O Total Config O Total Security

Findings Findings

Accounts with most open findings Accounts with most open findings
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Aria Cost (CloudHealth)

vmw VMware Aria Cost powered by CloudHealth O\ ﬁl @ alex cloudadmin:

oud BETA

AWS CFO Dashboard

SWITCH DASHBOARD v

Multicloud $3,786.14 $3,893.34 $4,028.69

l La ’ th
Reports

Assets
Recommendations History @

%] Governance [ ]

Setup

&L Organization
CMBU-TMM
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Conclusion:
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Resources

Register for Aria Hub Free Tier.

Vmware Cloud Management blog.

Vmware Aria product home page.



https://www.vmware.com/learn/1732750_REG.html?src=so_5703fb3d92c20&cid=70134000001M5td
https://blogs.vmware.com/management/
https://www.vmware.com/be/products/aria.html
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